Fake NHS-contacting tracer
Scammers use Covid-19 to get data and money from citizen
21/06/2020
There is a new type of fraud regarding the Corona Virus. The website www.tellows.co.uk, a
platform for users to share unknown callers’ information and for reverse phone number
search, has released an article about the contacting tracer-fraud.
Scammers pretend on the phone to be contacting tracers of the national health system (NHS).
They claim to their victims that they are supposedly infected by the virus or a person that had
contact to the victim is infected. By doing so, they ask for personal data and/or try to get
money from their victims. In order to be more convincing, they spoof their number. That
means that they imitate the official test and trace number from the NHS (which is
03000135000). Due to the spoofing, it is difficult to distinguish between a real call and a fraud.
Nevertheless, there are factors that can indicate users if it is a reliable call or not. One indicator
is for example that a real contacting tracer will never ask for passwords, PIN’s or login details.
Other indicators and information about how to react when becoming a victim of a fake
contacting tracer can be found on https://blog.tellows.co.uk.
More information about the scam:
https://blog.tellows.co.uk/2020/06/nhs-covid-19-contacting-call-real-or-fake-one
Further Links:
Website: https://www.tellows.co.uk
Blog: https://blog.tellows.co.uk
Magazine: https://www.tellows.co.uk/c/about-tellows-uk/the-tellows-magazine-for-the-uk/
Android App: https://play.google.com/store/apps/details?id=app.tellows
iPhone App: https://itunes.apple.com/gb/app/tellows-caller-id-block/id1166263660?mt=8
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The phone number community makes it possible for consumers to enter information and comments on
numbers, besides others, on www.tellows.de, www.tellows.com, www.tellows.co.uk, www.tellows.co.nz,
www.tellows.fr, www.tellows.es and www.tellows.it. In this way, tellows shall prevent consumers from being
deceived. Commercial registry: Magistrates' Court Leipzig HRB 26291, managing director: Stefan Rick
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